Abstract. An extended visual secret sharing scheme uses multiple innocentlooking cover images to hide a secret image such that none discloses any portion of the secret. In this article an extended secret sharing technique is proposed that shares a secret color image in a couple of significant images using a fixed pixel expansion factor of 9 for a color space as large as comprising 2 24 colors. Further more, the data hiding technique employed in this paper uses all three planes of a color image which reduces the number of cover images that would otherwise be needed. Recovery is performed through a simple stacking (XOR) operation and a sequence of random integers.
Introduction
Advancements in technology have brought about a revolution in the way businesses are managed. Evolution of the Internet over the years has not only sped up ecommerce activities but also led to a wide variety of business services that can be accessed online. Therefore, the need to share financial documents securely over the Internet has become more pronounced. Besides, the traditional data stream is being replaced by multimedia data (audio, images, video) and secure transmission of such data is an open issue. Cryptography is an obvious solution; however modern cryptographic procedures comprise complex computations to scramble confidential data. Also, there is an ever-going research on cryptanalytic methods which aim at unfolding vulnerabilities in cipher structures, thus providing interceptors with different kinds of attacks. This urges the development of a secure, low computational encryption and decryption technique. Visual cryptography offers a solution.
A new type of cryptographic scheme is proposed by Naor et al. in [1] in which secret data is taken in the form of images i.e., printed text, pictures, etc. Visual cryptography takes its idea from threshold cryptography which encrypts data by dividing it into pieces and distributing these to a number of participants. Only a qualified subset of these participants is able to recover the data whereas participants belonging to any forbidden subsets are unable to extract any information from their pieces. Similarly, in a (k, n) visual secret sharing (VSS) scheme, a secret image is encoded into n random looking images called shadows or shares one for each participant. The secret can only be recovered when k or more participants stack their transparencies containing printed shares together whereas any k-1 participants' shares reveal no information about the image when stacked. A distinguishing feature of visual cryptography is that the decryption process does not involve any complex cryptographic computations in that the shared secret is recovered using human visual system. The basic scheme proposed in [1] is workable for black and white images only where each individual black or white pixel is encoded into n different shares using a number of m sub-pixels. It is unconditionally secure in the sense that every secret image (document, handwriting, picture, etc) divides into unique shares of which one acts as cipher text and the other as key. Thus the key for every cipher text is different.
Visual cryptography has seen many developments since its inception leading to a number of constructions with optimal bounds on pixel expansion and contrast proposed in [2] , [3] , [4] .
In this paper a new technique to share color images is proposed that uses two significant images to hide a secret image, hence a (2,2) secret sharing scheme. Moreover, this scheme uses a fixed pixel expansion factor for all colored images and is based on a previously proposed scheme [5] . It satisfies the perfect reconstruction property and also the share size does not depend on the number of colors used since pixel expansion is kept constant.
The article is organized as follows. Section 2 discusses related works on sharing colored images including the basic scheme and some advanced schemes. Section 3 covers extensions to simple visual secret sharing that introduce the idea of using innocent-looking cover images to hide secret image and some related schemes in this respect. Section 4 explains in detail the proposed scheme for sharing colored images possessing a large number of colors like photographs, followed by section 5 and 6 that present results and conclusions.
Colored Visual Cryptography
Up to this point much of the work done in visual cryptography involves performing simple logical operations on monochrome images resulting in random shares. Some of the schemes appropriate to colored images are discussed as in the following paragraphs.
Verheul and Tilborg's Basic Colored Secret Sharing Scheme
In [6] Van Tilborg et al. proposed the basic secret sharing scheme for colored images. In this scheme a colored image consisting of c colors is shared such that each pixel in the original image is divided into m sub-pixels where each sub-pixel is further divided into c colors. Each one of m sub-pixels takes one of the c colors in n modified shares. A sub-pixel is identified as color i if the i th region takes the color i (1 ≤ i ≤ c) and the rest of it is black. In a k out of n scheme when k or more shares are stacked together,
